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Tutorial Outline

• 1:00pm – 1:30pm: Introduction and Motivation

• 1:30pm – 2:30pm: Crosstalk and Fault Injection in NISQ Quantum Computers

• 2:30pm – 3:00pm: Coffee Break

• 3:00pm – 3:45pm: Side Channels in NISQ and FTQC Quantum Computers

• 3:45pm to 4:30pm: Trusted Execution Environments for Quantum Computers

• 4:00pm: End
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Resource: Quantum Security Tutorials Web Page
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Resource: Quantum Computer Hardware Cybersecurity BibTeX
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Resource: YouTube Lectures
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Resource: Upcoming QCCS Symposium 2026
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Tutorial Outline

• 1:00pm – 1:30pm: Introduction and Motivation
• What is Quantum Computing and Security?
• Brief History of Quantum Computing and Motivation for Security Research
• Introduction to Quantum Computation and Security Threats

• 1:30pm – 2:30pm: Crosstalk and Fault Injection in NISQ Quantum Computers

• 2:30pm – 3:00pm: Coffee Break

• 3:00pm – 3:45pm: Side Channels in NISQ and FTQC Quantum Computers

• 3:45pm to 4:30pm: Trusted Execution Environments for Quantum Computers

• 4:00pm: End
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What is Quantum 
Computer Security?
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Quantum Computing + Security = ?

There are at least three different types of research that may be associated 
with quantum computer security:

1. Post-Quantum Cryptography (PQC) – study and design of new cryptographic algorithms that 
are resistant to cryptanalysis of by quantum computers – not part of this tutorial

2. Using Quantum Computers as Attackers – most famously trying to use Shor’s algorithm to 
break cryptographic algorithms; but also any use of quantum computer resources to perform a 
security attack – not part of this tutorial

3. Analyzing and Defending Quantum Computers from Attacks – finding and fixing potential 
security flaws with quantum computers, ensuring integrity and confidentiality of quantum 
computation and quantum systems – focus of this tutorial
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Brief Quantum Computer 
History and Motivation 
for Security Research
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Brief Quantum Computer History
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First working 2-qubit quantum 
computer

1998

D-Wave commercially available 
quantum computer

~2011

5-qubit quantum computer 
available via IBM cloud

2016
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Why Focusing on Quantum Computing?
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Why Focusing on Quantum Computing?
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Why Focusing on Cloud-based Quantum Computing?
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There is growing number of cloud provider that give access to quantum computers:

Presently there are almost no quantum-specific security features
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There is a Large Ecosystem of Companies, and Possible Threats
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Threats to 
intellectual 

property and 
proprietary data

Threats to hardware IP, reverse 
engineering, hardware trojans, 
hardware attacks: more exotic due to 
QPU designs

Threats to 
hardware IP, 
reverse 
engineering, 
hardware 
trojans, 
hardware 
attacks: 
standard, all 
classical 
equipment



Computer Architecture
and Security Lab (CASLAB)

Quantum Computer Architecture, and Possible Threats
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Attacks on 
QPU

Attacks on 
controller

Attacks on classical 
optimization

Attacks on 
compiler

Attacks on 
quantum 
programs

Attacks on 
control lines



Computer Architecture
and Security Lab (CASLAB)

Aside: Limits of Confidentiality Protection with Ciphers
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Ciphers can encrypt secret code and data, and without knowledge of the key the data cannot be 
decrypted.

• Protect data and code at rest (storage)
• Protect data and code  in transit (network)

• Cannot protect classical computation
• Cannot protect analog data
• Cannot protect quantum computation
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Aside: Limits of Integrity Protection with Hashes
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Hashes ensure code and data cannot be modified (integrity violation) if attacker has no access to 
the key or the reference hash value.

• Protect data and code at rest (storage)
• Protect data and code  in transit (network)

• Cannot protect classical computation
• Cannot protect analog data
• Cannot protect quantum computation
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Circuit View of Quantum 
Computation
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Qubit Types

Many ways to realize a qubit:
• Nuclear spin in NMR (Nuclear magnetic resonance) system: ↑ = 0 , ↓ = 1
• Photons in a cavity: 0 photon = 0 , 1 photon = 1
• Energy states of an atom: ground state 0 , excited state 1  
• Energy levels of transmon circuit: ground state 0 , first excited state 1

20

Tutorial will focus
 mostly on 

superconducting 
qubits.

Equally important 
but much less 
explored from 

security perspective
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Superconducting Qubit Quantum Computer Topology
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Gate Operations with Quantum Gates

• In quantum computing, quantum gates such as Hadamard, Pauli-X, or CNOT, are all represented 
by unitary operations

• These gates effectively apply %𝑈 transformation to qubits, evolving their state over time in discrete 
steps:

22

A qubit state: 𝜓

A quantum gate: )𝑈 (unitary)

After applying the gate: |𝜓′⟩ = )𝑈|𝜓⟩
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Quantum Computing with Quantum Gates

• On a quantum computer, programs are executed by unitary evolution (quantum gates) of an input 
that is given by the state of the system, 𝜓 , to generate the next state, 𝜓′ .

• Since all unitary operators are invertible, we can always reverse or “uncompute” a computation on 
a quantum computer.

23
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Single-Qubit Quantum Gates

Example single-qubit quantum gates:
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Two-Qubit Quantum Gates

Multiple-qubit quantum gates can be expressed in a matrix form as well:
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Measurement and Quantum Computation Outputs

• If a quantum system were perfectly isolated, it would
maintain coherence indefinitely, but it would 
be impossible to manipulate or read it out.

• A quantum measurement is a destructive process.

• When a quantum system is measured, the wave function 𝜓  collapses to a new state according 
to a probabilistic rules.

• If |𝜓⟩ = 𝛼|0⟩ + 𝛽|1⟩ after measurement, either |𝜓⟩ = |0⟩ or |𝜓⟩ = 𝛼|1⟩, and these possibilities occur 
with probabilities of 𝛼 ! and 𝛽 ! with 𝛼 ! + 𝛽 ! = 1.

• A quantum measurement never produces another quantum state |𝜓⟩ = 𝛼′|0⟩ + 𝛽′|1⟩
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Putting It Together: A Typical NISQ Quantum Circuit
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A Typical Quantum Circuit with More Details
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Imperfections, Noise and Errors in Quantum Circuits

Some sources of noise and errors in NISQ quantum computers:

• Imperfect gate operations – variations in control pulses (timing, amplitude, phase) lead to gate 
operations no executing fully as expected

• Crosstalk – manipulating one qubit can affect another qubit

• Leakage Errors -- qubits can transition into states outside the logical |0⟩ and |1⟩ space, e.g., in 
multi-level systems like superconducting qubits

• Readout errors – Imperfect measurement processes cause incorrect detection of qubit states
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Security Implications of Noise and Errors in Quantum Circuits

Attackers can leverage the noise and errors in today’s NISQ quantum computers:

• Imperfect gate operations – side channels or fault injection

• Crosstalk – side channels or fault injection

• Leakage Errors – fault injection

• Readout errors – side channels or fault injection

30



Computer Architecture
and Security Lab (CASLAB)

Quantum Circuit View of Security
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Crosstalk and Fault Injection in NISQ Quantum Computers 

32

Attacks On or 
Withing QPU
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Aside: Security Treats to Fault-Tolerant Quantum Computing (FTQC)

NISQ

(Noisy Intermediate-Scale Quantum) 

refers to today's quantum computers, which 
have roughly 100s – 1000s of qubits but are too 

error-prone for long computations. They have 
some promise in quantum chemistry, 

optimization, quantum machine learning or 
quantum simulation.

33

FTQC

(Fault-Tolerant Quantum Computing)

uses error-correcting codes to protect logical 
qubits from noise, enabling arbitrarily long 

computations at the cost of need for 100s to 
1000s of physical qubits per logical qubit. FTQC 
can run any quantum circuit, but not every circuit 

may run efficiently.
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Logical Qubits and Quantum Error Correction

To make qubits reliable FTQC quantum computers group many physical qubits into one logical qubit 
and apply quantum error correction to detect and correct errors.

A surface code is popular error correction code 
used in FTQC:

34Image: Google Research

A patch that 
encodes one 
logical qubit.

Data qubits 
and 

Ancilla (or 
stabilizer) 

qubits make 
up a patch
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Error Correction Steps

1. One logical qubit is encoded into many physical qubits 

2. (If computing, quantum logical gates are applied to 
the physical qubits in a patch)

3. Ancilla qubits are measured to check correlation and obtain syndrome measurement

4. Classical computer analyzes syndrome to detect most likely error, typically X or Z quantum gate is 
then used to flip the qubit where the error occurred

5. Repeat the cycle: Detect – Decode – Correct 

35Image: Quantum Insider
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Error Correction Cycle and Threats

Error correction cycle is vulnerable to various possible threats:

36Image: Quantum Insider

Fault Injection in 

decoding steps

Fault Injection in 
readout or syndrome 
measurement gates

Fault Injection in 

error correction 

gates
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Imperfections, Noise and Errors in FTQC Quantum Circuits

Some sources of noise and errors in FTQC quantum computers:

• Physical qubit and gate problems -- same as in NISQ, physical gates and qubits are noisy and not 
perfectly execute

• Decoding algorithm -- decoding algorithm and error correction code may not account for certain 
types of errors

• Failures in classical hardware –faults in classical decoder can exist and affect execution

37



Computer Architecture
and Security Lab (CASLAB)

Security Implications of Noise and Errors in FTQC Quantum Circuits

Attackers can leverage imperfections in FTQC quantum computers:

• Physical qubit and gate problems -- fault injection and side channels

• Decoding algorithm -- fault injection and side channels

• Classical hardware – fault injections and side channels
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Tutorial Outline

• 1:00pm – 1:30pm: Introduction and Motivation
• What is Quantum Computing and Security?
• Brief History of Quantum Computing and Motivation for Security Research
• Introduction to Quantum Computation and Security Threats

• 1:30pm – 2:30pm: Crosstalk and Fault Injection in NISQ Quantum Computers

• 2:30pm – 3:00pm: Coffee Break

• 3:00pm – 3:45pm: Side Channels in NISQ and FTQC Quantum Computers

• 3:45pm to 4:30pm: Trusted Execution Environments for Quantum Computers

• 4:00pm: End
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Short Aside:
Using Quantum 
Computers as Attackers
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Public Key Cryptography

Public key cryptography uses different encryption (or signing) and decryption (or verification) keys:
• No need for a shared secret key between sender and receiver.
• Anybody with knowledge of public encryption key can encrypt and send message to receiver who 

has corresponding secret key for decrypting the message.
• Anybody with knowledge of public verification key can verify digital signatures signed by the party 

with the corresponding secret signing key.
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Shor’s Algorithm

Shor's algorithm is famous for its potential to break widely used cryptographic systems based on 
integer factorization (like RSA) and discrete logarithms (used in DSA, ECDSA, and DH):

• Shor’s use for integer factorization threatens RSA-based signatures.

• Shor’s use for discrete logarithms threatens DSA, ECDSA, and ElGamal-based systems.

Shor’s algorithm works with sufficient number of noise-less qubits, which is a big limitation and not 
possible on today’s quantum computers yet, although there are constant advances.
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Parameters and Security of the RSA Algorithm

RSA is a family of public-key cryptosystems that can be used for public-key encapsulation and 
digital signatures:

• The security of RSA is based on the difficulty of factoring the product of two large prime 
numbers. 

• The keys in RSA are based on modulus n = p * q where p and q are the primes. The p and q are 
secret while n is part of the public key.

• RSA can have different key sizes, typically from RSA-2048 with 2048-bit keys to RSA-4096 with 
4096-bit keys, here the number of key bits N is the size of n.
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Parameters and Security of the ECC Algorithm

ECC (Elliptic Curve Cryptography) is a family of public-key cryptosystems that can be used for 
public-key encapsulation and digital signatures as well:

• The security of ECC is based on the difficulty of the Elliptic Curve Discrete Logarithm Problem 
(ECDLP).

• The keys in ECC are based on a curve equation, 
typically of the form y2=x3+ax+b. The private key 
is a secret random integer k while the public key 
is a generator G(x,y) and point on the curve 
derived from it Q(x,y) = G(x,y) * k

• ECC can achieve the same level of security as RSA 
with much smaller key sizes; for example, 
a 256-bit ECC key provides security equivalent 
to an RSA-3072 key.
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Quantum Needs to Break RSA and ECC with Shor’s Algorithm

Current noisy (NISQ) quantum computers are too noisy to run Shor’s algorithm correctly, and Fault-
Tolerant Quantum Computers (FTQC) with logical qubits are needed for Shor’s:

• In FTQC each logical qubit is built using many 
physical qubits, about 100 to 1000 physical 
qubits are needed per logical qubit to get very 
low error rates

• If N=2048 then you need quantum computer 
with ~400,000 to ~4,000,000 physical qubits

• But there are advances every year in improving
factoring and Shor’s

45

Cain et al., 2026
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Quantum Needs to Break RSA and ECC with Shor’s Algorithm

In addition to the large qubit count, Shor’s algorithm has a very large depth, requiring possibly long 
execution time to do the factoring:

• The depth of the Shor’s circuit is about O(N3), for N=2048 that means the circuit depth is about 89 
gates to execute

• Assuming 1us gate cycle (1MHz) that is about 2 hours,
while assuming 1ms (1kHz) gate cycle time that 
is about 99 days (Yamaguchi et al., 2023)

• Typical logical qubit cycle times:
• Physical gate times are about 50ns
• Logical gate times are about 5ms

46

Van Meter et al., 2005
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New Types of Public Key Algorithms

To come ahead of the threat to RSA and existing algorithms, NIST (National Institute of Standards 
and Technology) has been running various processes (competitions) to find new algorithms.

• Fina algorithms for key encapsulation and digital signatures that are not know to be affected by 
Shor’s or other algorithms

• Public process to ensure transparency, long (few years) public review process

• Standardized algorithms will replace RSA, ECC, etc.

• These are called the Post-Quantum Cryptographic (PQC) algorithms, many are already 
standardized and government and industry are pushing to switch to PQC by 2029 or 2030. 
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Take Away Message

Although Shor’s algorithm posses a threat to classical computers, it requires a lot of quantum 
computer resources. In the meantime, new PQC algorithms are being deployed today that are not 
known to be vulnerable to attacks by Shor’s algorithm

Hence, hopefully, more research (and this tutorial) will focus on security of quantum computers 
themselves, as threats of Shor’s algorithm are understood and being anticipated
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