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Tutorial Outline

1:30pm - 2:30pm: Crosstalk and Fault Injection in NISQ Quantum Computers
« Crosstalk and Fault Injection Among Qubits
« Fault Injection in Reset Gates

e 2:30pm - 3:00pm: Coffee Break

« 3:00pm - 3:45pm: Side Channels in NISQ and FTQC Quantum Computers

« 3:45pm to 4:30pm: Trusted Execution Environments for Quantum Computers
* 4:00pm: End
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Resource: Quantum Security Tutorials Web Page

CASLAB Home Our Group Publications Books Tutorials

Next Tutorial in:
no upcoming tutorial is currently scheduled

Next:

Tutorial on Security of Quantum Computing Systems
September 17, 2026, co-located with QCE 2026.

Future:

Winter School on Attacks, Defenses, and Secure Design of Quantum Computing Systems
November 11, 2026, co-located with QCCS 2026.

Past:

Tutorial on Quantum Computer Architecture Security
June 27, 2026, co-located with ISCA 2026.

Tutorial on Security of Quantum Computing Systems
August 31, 2025, co-located with QCE 2025.

Tutorial on Quantum Computer Architecture Security
June 21, 2025, co-located with ISCA 2025.
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About: A series of tutorials on classical and quantum
computer architecture and hardware security, presented
by Prof. Jakub Szefer of the Computer Architecture and
Security Lab (CASLAB) at Northwestern University.
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Resource: Quantum Computer Hardware Cybersecurity BibTeX
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List of references for quantum

g caslab-code Updating research paper list with recent and older papers, mainly 202... &3 1424309 - now O 34 Commits computer hardware cybersecurity
papers.
[ README.md Updating email address in README file. last year
[0 Readme
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or quantum key distribution are excluded from this bibliography so that the focus can remain only on research Publish your first pack
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Contributors 4 -
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Resource: YouTube Lectures

Secure Quantum Computing / Spring 2026 / Class 8 / Quantum Computing Basics, Part 2 :
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Resource: Upcoming QCCS Symposium 2026

QCCS 2026 Program Venue Directions Contact Prior QCCS 2025 Prior QCCS 2024 Prior QCCS 2023

QCCS 2026

4th Annual Quantum
Computer Cybersecurity
Symposium
To be held November 11 and 12,
2026 at The Guild Lounge in

Scott Hall at Northwestern
University
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Crosstalk and Fault Injection in NISQ Quantum Computers
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Crosstalk and Fault Injection Scenarios

Fault injection across
time-shared usage

User A

Reset

~

User B User C

Res

Reset

Computer Architecture
and Security Lab (CASLAB)

Single-tenant

Crosstalk and fault

injection between multi-

tenant user
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Crosstalk and Fault Injection Scenarios

Fault injection at boundary
when users switch (affects
one shot of victim)
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i@t Crosstalk and Fault
@ Injection among Qubits




Superconducting Qubit Quantum Computer Topology
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A transmon quit,
used to store
qubit state.

Topology of IBM Quantum
Eagle R3 Processor with
topology for 127 qubits.
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Crosstalk Attacks Among Circuits

« Crosstalk is the effect of performing computation Coupling
on one or more qubits unintentionally affecting
one or more other qubits Y
Qubit

« Based on how the Qubits are arranged, signal
intended for one qubit may affect other qubits Example QPU topology
through crosstalk

oo Jl———

Quantum Half | o

Adder

v Q2
. P ,
Series of CNOT | Attacker . ,
gates a —O—OQ—— | Crosstalk induced on adjacent
"""""""""" b < coupling
Sz

Computer Architecture 2 Northwestern Reference:

| and Security Lab (CASLAB) 13
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Analyzing Possible “Virus” Circuits

« Assume that victim and attacker share the same QPU

30 victim Circuit |
FTHE1tt1111t Crosstalk

4-27|  vVirus Circuit |

g3~ L y

 Virus circuit aims to reduce fidelity of the victim circuit

Target Circuit: Grover's Circuit - 2-Qubits Grover’s 2-Qubit Circuit + Virus Circuit
QO—H——H—.—_H_ qO-H—’—H—.—I—H_
o - - -
Output Probability = P_orig :2 _ .’1 B "‘_ ! h o J!‘_ . < —————— Virus Circuit
Expe'c't'é}i'é[jt'biji'ﬁfabéiiﬂIt'gié P_orig
Computer Architecture Northwestern Reference:

| and Security Lab (CASLAB)

University Deshpande, et al. (HOST 2022)




Attackers Need to Bypass Compiler Optimizations

« Compilers optimize away useless circuits
« Circuit of all CNOT gates will be optimized away

__________________________________________________________

{ano_Delay
! 2992[dt]

I
L92 —a

1
ancillag » 2 — Delay f
200721dt) \
1
R ___ IRz _ Rz il
ar:— B B o B =
1
Go - 4 Rz __yx—Re___ . xR _yx . R__yx R __ |
= a2 1 -2 w2 =

4
meas

Transpile function decomposes and removes the virus circuit

« Can develop “viruses” that have different sets of gates to avoid being optimized away

> Northwestern Reference:
7 University Deshpande, et al. (HOST 2022)
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Bypassing Compiler Optimizations

« Virus circuit with delays inserted

Grover's 2-Qubit Circuit + Proposal for Virus Circuit Grover's 2-Qubit Circuit + Virus Circuit
~ Transpiled for Device: ibmg_lima

qo~ 0 = H H-
do -. E ﬂ— @ - 1 2 200 - = H
ancillag » 2 —H

a | — N ——— B — 0000 o .
"__1 """" ﬂ --------------- ---\I i e :'q3 -3 Delay :
1 g2 -B- |
| - Insert delays (o 4 :
T L L PR

______________________________________

Expected Output Probablllty < P_orig

B Without virus circuit B With virus circuit

0.00

Attack result
1.00

z "
= 0.75 : 0.83 .
3 : 1
DQ_ 0.50 i 0.578
“— : 1
2 025 . o - :
5 . 0 .26 . |
3 0.010-05 : !

: 1

Computer Architecture
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Reference:
Output Value Deshpande, et al. (HOST 2022)
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Changing Output Probability of Victim Circuits

B Without virus circuit B With virus circuit ° Grover,s Algorithm:

10— ———————

W+ H{HHzZ}4{HH A

0.75

= : | Provides Quadratic Speed up in Unstructured Search
: 3 1 ©
q : —.—< HH7Z H : = . .
1 . . ’_D \_/ﬂé £ o i . o The attack here is to lower the correct output probability and
¢: 5 - - C% 025 ! | increase probability of random output
Grover's Circuit 0.0 , : o Onalarge scale, applications like traveling salesman

problem, deadlock prevention could be attacked

Output Value

« Deutsch-Jozsa Algorithm:
o Determines whether a given Oracle is constant or balanced

qO : B Without virus circuit B With virus circuit
1.00
q - Oracle —@ :

>

0.75

42 - ;f 0.50 o The attack here is to identify balanced oracle as a constant
c: //2 g o0z oracle
. 0, 1 le) 0.03 0.010.03 0_10
Deutsch-Josza Circuit e T
Output Value
| | B Without virus circuit B With virus circuit . . . H
¢ : —{H] — 1A cmmmm , « Bernstein-Vazirani Algorithm:
: | | 7] 2 o ! l Finds out a hidden string with a single query to Oracle
¢ : —H H A 5 | © 9 g'e query
. —11] L = € ou ! i o The attack here is retrieving incorrect secret string at the
qe : Y/ | N | :g_ 020 : 0.34) : m Output
¢ //2 0 1 ° 000 00 : 01 : » 10I 1fm_
- Bernstien-Vazirani Circuit o e
ffl Computer Architecture - Noythwestern Reference:
g and Security Lab (CASLAB) University Deshpande, et al. (HOST 2022)




Candidate “Virus” Circuits

« Different possible circuits could be designed to generate excessive crosstalk, e.g.:

M, € L L o Mg ° Y — Delay (0[dt]) FHY - Delay (0[dt]) - -
qi - b—FH— -

My - Delay (0[dt]) | Z - Delay (0[dt]) f- -~

1 Delay (0|dt Delay (0[dt|) |-
M, do T y (0] ])T y (0[dt])
qi:

~ ~ ) Mg 9 —|H [ Delay (0[dt]) | H — Delay (0[dt]) |~ - -

qo : Delay (0[dt]) —&— Delay (0[dt]) |- - - qo -
Ms " I T Mo q - &

1! i
qz : N

L.

D _
M —¢— ] Delay (0[dt]) Delay (0[dt]) - o : — Delay (0[dt]) [ -
4 <> () O —
¢ P P -
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Q2 —Pp S T
M5 0 : Delay (0[dt]) Delay (0[dt]) |- - qs : Delay (0[dt]) |- -
: Comput

Reference:
Deshpande, et al. (HOST 2022)
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Double-Sided Crosstalk Attacks

« Extension of the crosstalk attack is to perform the attack by leveraging qubits on two sides of
the victim qubit:

?-Q-g-g-?-g-g-@-?-g-@-@. Attacker

q_60: —

Tt Attacker o o

il i Rl [ 0-0-0-0-0-0-0
q_62: _I— X X }—.—— ‘V :

q_63: 41 X —;— X —.— } @

— 9-0-0-0-0-0-0
q_71: ﬁ @ @ Victim I
q_72: M Victim
LY 0-0-9-0-0-0 QJP@' ©-0
q_79: —- ° A 4 Attacker
wso: — o {5} {x} 1 Attacker 0-0-0-0-0-0-0-0-0-0-0-0- _m
q_81: —ln—- X X F—-;——— - @ @ e §
e82: { x |—a— x |—a——i L V 1 1 s
q_83: Y-
6 & & o
®-20-2-®- - --0---B=-=-8=-D
Computer Architecture = 2 Northwestern Reference:

4| and Security Lab (CASLAB)

University Almaguer-Angeles, et al. (arXiv 2025)




Double-Sided Crosstalk Attack Success Rates

« On IBM Sherbrooke, 30 CNOT gates around victim o
qubit 72 can cause the victim to flip from |0) to |1): o

Precision(72-0)  c¢x(72-0) 30 cx(72-1) 30 cx(72-2) 30 cx(72-3) 30

« Aswellas |1)to |0):

37.135%

24.688%

20.5% 21.58%

12.598%

%
ox(-15-0) 30 cx(-34-0) 30 cx(-54-0) 30 cx(-72-0) 30 cx(-93-0) 30 cx(-109-0) 30

« Attacks required 40,000 CNOT operations, which is rather significant

Computer Architecture

. Reference:
|| and Security Lab (CASLAB)

Almaguer-Angeles, et al. (arXiv 2025) 20




High Crosstalk Coupling Pairs

Beyond adjacent qubits and couplings, certain couplings display higher crosstalk than others,

e.g., high crosstalk pairs on IBM Hanoi:

Victim and attacker can 1 or 2 couplings away:

Computer Architecture

| and Security Lab (CASLAB)

Northwestern
University
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Reference:
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Example Attacks on BV Circuits

Attacker leverages repeated CNOT gates to induce noise, even if there is isolation:

Victim Isolation Attacker

2 10f-mmmm o= ;. bbbno
9] WRONG
2 ANSWER |
0.8
g |
= I
< 06 !
o 1
A o ﬂ A0 AL A\
ﬂ\oﬂ x()“ox ﬂ@@ 00\0“ @000& @ﬂo
Encoded secret in BV program
Attacker
]
- D . 4
do 1Y 2
4
d,
ds
ds4
ds
Computer Architecture Northwestern Reference:

and Security Lab (CASLAB) 7 University Kumar, et al. (arXiv 2025)
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Evolution of Obfuscation of Attacker Circuits

« Hiding the attacker circuit can help make the attacks more stealthy:

T e et il \ _- Insert delays
f g — Delay Delay Delay : A
i 1dt] 1dt] 1dt] .
I i
| q; —@0 Delay AR Delay A Delay !
. dt] dt] 1dt] .

______________________________________

..~ Make circuit look
4 like QAOA circuit

Reference:
Noythwgstern Deshpande, et al. (HOST 2022)
» University Kumar, et al. (arXiv 2025)
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Novel Crosstalk Attacks with Custom Control Pulses

In superconducting qubit quantum computers, each qubit has it's own frequency and other

parameters:

Various qubit properties:

Energy Dephasing

relaxation time Frequency Readout
Qubit | time T1 (us) T2 (us) (GHz) error rate
Q0 98.33551265 | 46.82808058 | 4.641200919 | 5.50000e-2
Ql 66.80352570 | 84.08716319 | 4.719992563 | 6.05e-2
Q2 77.96055113 | 88.27547132 | 4.761962111 | 4.04999e-2
Q3 93.81392649 | 86.04122557 | 4.687003753 | 5.04999e-2
Q4 57.44885729 | 40.31605568 | 4.923978085 | 4.00000e-2

Computer Architecture Northwestern

3| and Security Lab (CASLAB)

27 University
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Qubit control pulse for X gate

Reference:
Tan, et al. (arXiv 2025) 24
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Configuring Custom Control Pulse

« Qiskit Pulse is one library that allows for
configuration of custom pulses, usually to
explore novel algorithm design

« But can configure wrong pulse on purpose
to explore crosstalk effects

« E.g. executing pulse for qubit 0 on qubit 75
has no effect on qubit 75, but may affect qubit
0 through crosstalk

| Computer Architecture
1| and Security Lab (CASLAB)

E Undesired crosstalk interaction
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[ T A |
Victim e

@ o o o

6—@-?-@-é-@-?-@-é—@-?-@-é-@-?
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® ® ®
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Reference:

Tan, et al. (arXiv 2025)
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Long-Distance Crosstalk Attacks

« Repeating the "wrong” control pulses on many distant qubits can lead to disruption of the victim
qubit and circuits running on victims qubits:

o
/B victim

5 L, 0=0=0=0=0=0=0=Q=Q=Q=Qu=QO=O=O

b | | ul | | ||

(¢ ¢ & 9
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: ¢ & & &

% OmO=O=O=Q=O=0=0=Q=0=Q=0=0=0=0

7] | | || ]|

¢ ¢ o ¢

o

g @-0-@-@-@-@-@-@-@-@-?—@-@-@-?
. = (. ("] Q

. H| [

« Attack results at distance 13 and 17: 8|2 g LT | O G—0=0=0=0
c 3 ‘ [ 3 wv I 1 i;'n: v il ]
oy . e £

W No attackers MEE 27 attackers M 36 attackers W No attackers WEEE 27 attackers W 34 attackers u e- -‘ - \le - @-@-@-@-@
21 attackers Bl 22 attackers Bk [ Kk | ] ]
1000 1000 comcan| (Y o] [ Ca—— ? ?
Adversary | ' i m€ L @ L | D=OmQu@=®
800 800
V2] n
L o -+
C 600 C 600
3 _‘ 3
400 400
@) @)
200 200
0 0
Q >
Outcomes Outcomes
Computer Architecture (‘/"; Northwestern Reference:

3| and Security Lab (CASLAB)

7 University Tan, et al. (arXiv 2025) 26



Stealthy SWAPs

The limited connectivity between qubits in existing quantum computers necessitates the use of
SWAP operations for 2-qubit gates between qubits that are not directly connected.

 This incurs additional computational costs and introduces error accumulation.
 In a multi-tenant computing scenario, adversaries can exploit these connectivity constraints by
strategically occupying specific qubit

2 Northwestern

Computer Architecture
=7 Unlversity

| and Security Lab (CASLAB)
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Aside: What is a SWAP Gate

2-qubit gates can only execute between qubits
that are connected by a coupler

« CNOT(qg1, g2) is possible in the topology on the
side, but CNOT(q1, g3) is not

* Need to add a SWAP gate to swap g2 and g3

« SWAP gate: swaps state of two qubits via a
sequence of CNOT gate operations

£ -2 Northwestern

Computer Architecture SLESRE
27 University

4| and Security Lab (CASLAB)

0=0-0-0-0=0=-0-0-
o o
N b
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| |
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] ]
@ @
O——
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Aside: What is a SWAP Gate

« SWAP gate can be implemented with 3 CNOT gates, assume qubit states A and B:

Initial state is |4, B)

Apply 15t CNOT gate, CNOT(|A), |B)) = |A, A &© B)

Apply 2" CNOT gate, CNOT(|A @ B),|A)) > |AD B,|AD AD B)) > |AD B,B)
Apply 3@ CNOT gate, CNOT(|B),|A @ B)) > |B,|B ® A @ B)) > |B, A)

Final state is |B, A)

a bk w0~

X e o e

SWAP gates introduce error:
- CNOT can be 99.5% fidelity —X—

« SWAP = 3*CNOT = 98.5% fidelity

fan
N
@
fan
(N

L Computer Architecture
i | and Security Lab (CASLAB)
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Stealthy SWAPs

« Based on what qubits are assigned
to attacker and victim, victimmay  _ _ _ _ _ _ _ _ _
have to perform more SWAP
gates operations

Should be SWAP
q4 and q2

Extra swap
added
L Computer Architecture Reference:
4| and Security Lab (CASLAB) Upadhyay, et al. (arXiv 2023) 30




Executing Stealthy SWAPs Attack

 Attack focuses on modifying the

scheduling of different quantum e T T T T T T T T _— ''''''''''''''''' ~..
circuits in a multi-tenant system - N

g
| ﬁair Share Queua / Resource allocato, -

| \
, |
| - Case 1: Threatg |
| Victim Program 1 = Victim Program : Ad:::znal |
| Adversarial Program 6_0. (4o, 91, 92, d3) (_injection |
'| Program 3 " Adversarial Program : :
I .
| Program 4 - g ) s :
. 5 !
| o Case 2: |
| o Victim Program :
i\ (Ao A1, 9, 9a) |
i k / Adversarial Program i
, |
i_ { Hardware Profiler ] % j

/
- \ / 7

Computer Architecture Northwestern Reference:

4| and Security Lab (CASLAB)
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Attack Results

« |f attacker occupies specific
qubits, it will force victim to other
qubits and require more SWAPS in

. . B AT CX Gates (%)
VICtIm s AT Swaps
50 - R

Config. 1 Config. 2

« More SWAPs results in lower a0 o
fidelity of the computation,
causing a type of fault injection
attack

Config. 5 g

° (Baseline) 5
-

<

30

AT CX Gates (%)

10

« But does require attacker to o o
occupy specific qubits, not o iﬁ o
pOSSIble tOday o S Cor;figlilrat‘ion 4 s

: Computer Architecture Eé Northwestern Reference:
and Security Lab (CASLAB) &7 UnlverSIty Upadhyay, et al. (arXiv 2023)
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Crosstalk Summary and Outlook

Many attacks have been demonstrated:
 Single-side crosstalk (since about 2021)

« SWAP attacks (2023)

« Crosstalk with custom pules (since about 2024)
« Double-side crosstalk (2025)

Various defenses have been proposed in parallel:

« Quantum computer antivirus (since about 2021)
« Others, e.g., isolation or scheduling changes

Future directions in this research:

» Cross chiplet crosstalk attacks
 Integration with multitenancy
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Fault Injection in Reset
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Crosstalk and Fault Injection Scenarios

Fault injection across
time-shared usage

~

User A User B User C

Reset
Res
Reset

Single-tenant

N User A | 5 i User D

- o | -
&
Q

f— -2 H o

User B 4 User C
— o |-
Multi-tenant
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What is a Reset Gate?

Thermalization (250us - 1ms) : Active reset (1us) A
« Good: Low state retention » Good: Fast and scales well
» Bad: Poor scaling with T1 « Bad: Detectable state leakage
Reset
— X
: ! True
0 1 2 3 4 R}
- y,
Computer Architecture 2 Northwestern Reference:

4| and Security Lab (CASLAB)
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Behavior of Reset Gates

« Observed reset gate behavior on superconducting qubit quantum computers:

Pre-reset Ideal reset Actual reset

a [0) + B I1)

» Northwestern Reference:
» University Mi, et al. (CCS 2022) 37
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Affecting Initial Qubit State When Reset Gates are Imperfect

» Incorrect operation of the reset gate can create information leaks for user programs

 If attacker runs before victim, could cause incorrect initial state, possibly affecting the computation

L Computer Architecture
i | and Security Lab (CASLAB)
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Affecting Initial Qubit State When Reset Gates are Imperfect

User A % User B 5 User C %
—_— e oy = | o o
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Revisiting Qubit Definition

Qubit: basic element of quantum computation

e Classical bits: 0 and 1
Unequally spaced energy levels

* Qubits: superposition of 0 and 1

» Abstraction of a two-state \_]_/ Quantum two-level system

] (qubit)
quantum-mechanical system:
[1)
* |0) Ground state
* |1) First excited state
However, the physical realizations of qubits allow for states with higher energies
@i Computer Architecture Northwestern Reference:
and Security Lab (CASLAB) 5 University Xu, et al. (CCS 2023) 40




The 11 Gate

« The z gate is used to excite the state from the lower to higher energy state

- Gate 1, . exchanges the amplitudes on two energy levels:
« If 1Y) = a,lg) + acle) thenmo, . |1Y) = a.lg) + a,le) Unequally spaced energy levels

 Note, the X gate is also the 1, ; gate that can excite

| 0) to | 1), and also can change the state from | 1) to | 0) \_]_/ Quantum two-level system

(qubit)

> Northwestern Reference:
7 University Xu, et al. (CCS 2023) 41
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Setting Higher Energy States

 IBM Quantum, custom pulse gates are executable, and thus higher energy states may be obtained
1. Definen; , and 1, ; gates
2. Start with x gate (i.e. iy | gate)

3. Apply ; , and i, ; gates sequentially to raise the energy level

« Gate for going from | 0> to | 3> energy level:

10) 11) 12) 13)
| | | |

q pi_12 B pi_23 _
Frequency, Amplitude, Duration Frequency, Amplitude, Duration

Northwestern Reference:
University Xu, et al. (CCS 2023)
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Review of Quantum Computer Workflow

« User’s code is transpiled into gate-level code
and eventually scheduled as control pulses

sent to the quantum computer

« The pulse-level circuits are scheduled
on the quantum computer

« Each circuit execution

is called a ‘shot’

fiﬁ, Computer Architecture
and Security Lab (CASLAB)

> Northwestern
7 University
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Reset
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time
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Threat Model

 Attacker scheduled before victim, shot by shot, on the same qubit
 Set qubit state to high energy
* Let victim execute after reset

—1 Victim

Reset

time

Computer Architecture
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Reference:
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Impact of Higher Energy States

 Basic gates are only calibrated considering two-level system, they do not have the expected effect
on higher energy states

- Example of effect on reset gate
 Probability of measuring | 0> after different number of reset gates
* Reset is not effective against | 2> and | 3> states

Qubit O Qubit 1 Qubit 2 Qubit 3 Qubit 4 Qubit 5 Qubit 6
0.8
— |0)
§ 0.6 —_ 1)
& 04 —_ [2)
— |3)
0.2 —
0.0
0 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5 0 1 2 3 4 5
No. Reset No. Reset No. Reset No. Reset No. Reset No. Reset No. Reset
Computer Architecture Northwestern Reference: 45
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Impact of Higher Energy States

« Higher energy states affect all gates, and circuits made of these gates

- Example of effect on results of different algorithms
» Deutsch-Jozsa
 Inverse quantum Fourier transformation

« Grover's search
Deutsch-Jozsa: P(11) IQFT: P(000) Grover's Search: P(00)
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Design of Cascading Secure Reset (CSR) Gate

Basic idea: sequentially bring down high energy states to lower energy states, down to | 1) which
can be eliminated using the native reset gate

Building blocks: reset and 11 gates

[ )
o =
217

Cascading Secure Reset (CSR):

3)e—e—@

2) —@ i o—o

1)0—Er t - &?— -
0) | —
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Tutorial Outline

| and Security Lab (CASLAB)

1:30pm - 2:30pm: Crosstalk and Fault Injection in NISQ Quantum Computers
« Crosstalk and Fault Injection Among Qubits
« Fault Injection in Reset Gates

2:30pm - 3:00pm: Coffee Break
3:00pm - 3:45pm: Side Channels in NISQ and FTQC Quantum Computers
3:45pm to 4:30pm: Trusted Execution Environments for Quantum Computers

4:00pm: End

//\ Northwestern
=7 University

Computer Architecture
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